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Abstract

The field of information security is a vast area which is continually evolving and expanding relative to network
data and global communication security. This literature review contrasts the research that has been published in
the area of cryptography and authentication protocols, by providing a comparative and analytical study to secure

the web servers and services.

Keywords: Authentication; Certificate based authentication; Zero knowledge proof; Single sign on with
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1. Introduction

Cryptography is the discipline of art and science by ensuring that messages are secure from possible attacks like
eavesdropping, impersonation or corruption. Therefore cryptography is the study of mathematical techniques
related to aspects of information security such as confidentiality, data integrity, access control, and
authentication. There is an enormous increase in the development and use of networked and distributed systems,
by providing increased functionality to the user and more efficient use of resources. To obtain such benefits, the
parties have to cooperate by exchanging messages over networks. These parties may be users, hosts or
processes; generally referred as principles in authentication literature. Authentication plays an important role in

the security of Internet-based applications by providing two-party or multi-party communications.

* Corresponding author.
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A few types of authentication are user authentication, remote user authentication, mutual authentication,
message authentication, and implicit authentication. Authentication is a fundamental concern of providing
service related to identification in a secure distributed system. For example, in the established client-server
computing paradigm, a server must verify a client’s identity before it can make authorization decisions;
similarly, a client must ascertain a server’s legitimacy before it would proceed with its service request. In other
words, authorization and accounting schemes can be built on top of authentication, resulting in the required
security to the network system. Therefore, in distributed environment, authentication is typically carried out by
protocols, called authentication protocols. The design of authentication protocols is notoriously error-prone.
Indeed, many authentication practices have been published and later found to contain subtle weaknesses or
flaws which are shown in this review paper. The rest of the paper is organized as follows: by describing the
concept of related authentication factors and its environment in section 2. Comparative and analyses study of
few authentication protocols is seen in section 3. Finally, the paper is summarized with conclusions and the

future work in section 4.

2. Authentication Aspects

The ways in which someone can be authenticated usually fall into three categories known as the factors of
authentication, which include: i) something the user knows, such as a password or shared secret. ii) Something
the user has such as an ID card or a smartphone.iii) something the user is like face and voice recognition.
Despite of the above well-known security issues, passwords are still the most popular method of end-user
authentication. Here in this paper, we will focus and discuss on authentication factors over the networks which

is given below.

2.1. Single-Factor Authentication (SFA) and Two-Factor Authentication (2FA)

Single-factor authentication (SFA) is a process to secure access to a given system, like network or website that
identifies the party requesting access through only one category of credentials. Example of SFA is password-
based authentication. As far as SFA services go, user ID and password are not the most secure. One problem
with password-based authentication requires knowledge and diligence to create and remember strong passwords.
Passwords require protection from many, like carelessly stored sticky notes with login credentials, old hard
drives and exploits. Passwords are also prey to external threats, such as hackers using or attacks. Given enough
time and resources, an attacker can usually breach password-based security systems. Because of low cost, ease
of implementation and familiarity, passwords have remained the most common form of SFA. Also, multiple
challenge-response questions can provide more security, depending upon their implementation, and stand-alone

biometric verification methods to secure single-factor authentication.

2FA often referred to as two-step verification, is a security process in which the user provides two to verify they
are who they say they are. 2FA can be contrasted with a single factor authentication (SFA), by providing an
additional layer and makes it harder for attackers to gain access to a person's device and online accounts,
because knowing the victim's password alone is not enough to pass the check. 2FA authentication can be

divided into two parts; i) tokens that are given to users to use when login, ii) infrastructure or software that
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recognizes and authenticates access for users who are using their tokens correctly. The tokens may be physical
devices or software app to generate PIN codes for authentication which is summarized below. So, the
organizations need to have some system in place to accept process to allow or deny access to users
authenticating with their tokens. This may be server software, a dedicated hardware server or provided as a

service by a third-party vendor.

2.2. Hardware Tokens

Hardware tokens are widely used in two-factor authentication, by providing tokens in hardware device for
strong security and easy integration. This device may be in the form of a smart card, USB, Wallet-cards, mobile
or may be embedded in a key fob. Examples of tokens applied in devices are car central lock remote system,
mobile trusted device unlock system, and ATM etc., Even though the hardware token is used widely it has its
own limitation like high cost of implementing the authentication procedure, securing the device, and the user’s
chain-of-custody [2]. The chain-of-custody means it involves person-to-person delivery, identification checking

and signing the token which goes from manufacturer to vendor to distributor and finally to the customer.

2.3. Soft Tokens

Soft tokens are software-based tokens or applications used to authorize the use of computer services by
generating one time password (OTP). A one-time password (OTP) is an automatically generated pseudorandom
number that authenticate the user for a single transaction or session to improve the security. One major
advantage of using OTP is that no additional hardware or infrastructure is required to implement this method
[14].Software tokens are stored on a general-purpose electronic device such as a desktop computer, laptop or a
mobile phone. The widespread use of mobile devices has made soft tokens popular and convenient to use and

less cost.

However, in contrast with hardware tokens, software tokens can be duplicated, because a user cannot physically
possess them. Therefore, these token may be copied or stolen from any of these machines. Another threat is the

intruder may use malicious software, to infect any machine to collect the stored soft tokens.

2.4. Certificate-Based Authentication

Certificate-based authentication uses to identify a user, machine, or device before granting access to a resource,
network, application, etc. It relies on what the user has, and what the user knows. These certificates are easy to
manage, no additional hardware needed and need of minimal involvement from end users. A few examples of
certificate involvement are i) automatic certificate creation and validation, including the handling of the
corresponding directories like Active Directory, ii) certificate authentication on systems and protocols like
ActiveSync, VPN, Wi-Fi and iii) incorporated certificate based client authentication into mobile apps etc. The
drawback of certificate-based authentication requires a public-key infrastructure (PKI). This can increase the
cost of initial deployment in some environments when compared to public-key authentication. The Certificate
Status reporting and updates are not simple. Because revoking a user credential that has become corrupted is

difficult, due to the size and complexity of the infrastructure. Usually a CA generates a Certificate Revocation
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List (CRL) that may or may not be provisioned within an Online Certificate Status Protocol (OCSP) server.
Then each application should check their login for the CRL/OCSP status. This introduces a time delays into the
system between the time a PKI credential is reported as compromised and the time when the systems that rely
on that credential actually start denying access. Thus the speed of status update can be accelerated to a greater
system complexity cost. Finally, the CA still requires a password/pin which may be tampered by the intruder.

EAP, MD5, CHAP are few certificate authentication protocol used in the organizations.

2.5. Zero Knowledge Proof authentications (ZKP)

A zero knowledge based entity authentication protocol, allows one party to prove to another party without
revealing the secret. As the verifier does not learn anything about prover’s secret, he/she cannot impersonate the
prover’s to a third person. Also the prover cannot cheat the verifier with several iterations of the protocol. The
ZKP must satisfy three conditions because of interactive proof of nature: completeness, soundness and zero
knowledge property. These protocol can be solved by using mathematical problems like discrete logarithms and
integer factorization [8] etc., to improve security. It is simple to use, where critical encryption methods are not
required. The drawbacks of ZKP are limited like, i) translation might be necessary if a secret is not a number. ii)
Lengthy, as almost 2k entity, so it takes a lot of time to compute. iii) Imperfect, where the intruder can still
intercept the message. Nowadays most of organization uses ZKP in real world like cellular radio tower,
Network Authentications, Smart Cards, Key Exchanges, Graph coloring problem and cloud database

management.

2.6. Single Sign-On with Windows

Single Sign-On with Windows or NTLM is a window Challenge/Response protocol based on data obtained
during the interactive login process; consist of a domain name, a user name, and a one-way hash of the user’s
password. Here it uses an encrypted challenge/response protocol to authenticate a user without sending the
user’s password over the wire. Instead, the system request authentication by performing mathematical
calculations to prove to access the secure NTLM credentials [9]. NTLM authentication comprises into three
messages; Type 1 (negotiation), Type 2 (challenge) and Type 3 (authentication). This type of authentication
establish a shared context between two parties that include a shared session key for signing and sealing
operations by giving NTLM a proprietary authentication. The Single Sign-On with Windows has its own
weakness like, NTLM authentication protocol does not support smart card log in. In a multi-tier application,
authentication happens on different tiers. In such a setup, to set authorization on the database by using the user's
identity, one should be capable of using the user's identity to authenticate on web and database server.
Therefore, it is impossible to use NTLM for authentication on every link, because delegation is not supported.
Also, the NTLM protocol is not supporting mutual and slower authentication because of pass-through

authentication and also not specified in an open standard document (for example in an IETF RFC).

3. Comparative Study of Different Authentication Protocol

3.1. Tables
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In this paper, a comparative study is done by selecting few authentication protocols and its practices in the real

world. The tablel shows the different types of threats, attacks and its strength of different authentication

schemes.
Table 1: Security comparison of the defined authentication protocols
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3.2. Analyze protocols in the Protocol tab
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From the comparative study, it is proved that single sign on with window, hardware tokens and Fiat Shamir

protocols are more secure. So, with the help of wireshark tool, used in sign on with window is analysed and

shows that it is secure from ProRat, Google Hacks, Httrack, Site Digger threats and attacks which is given in

Figurel.
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Figure 1: Single Sign on with Window is analyzed with wireshark tool for its efficiency

The remaining protocols from tablel are also analyzed in order to check its security by using the Wireshark tool

to show its weakness in Figure 1.1.
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Figure 1.1: Weakness of EAP, RADIUS, LEAP, PEAP etc., is analyzed by using wireshark tool

Thus, from the above test, it is prove that these protocols should be improved in order to protect the security.
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4, Conclusion and future work

In this paper, a general approach of authentication practices is presented. Then, a comparative study is made

between the protocols to check its security complexity. Furthermore, analysis is done in order with the help of

tool to provide a satisfying security level in terms of data transmission and time. Since the research on

authentication protocols is a relatively young area, the number of new formulate protocols is increasing as long

as many attacks are appearing so direction of the future research work is about verifying their efficiency.
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