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Abstract

The Internet of Things has the potential to connect billions of devices and is developing at a tremendous rate.
Billions of people will be able to connect through it. However, this system increases the vulnerability of each
device, as a breach in the security of a single connected device will compromise the rest of the system’s safety.
A hacker or virus may be able to get access to multiple connected devices by targeting just one of the many
devices online. Therefore, such attacks will have a much larger reach compared to the attacks on individual
systems. Preventing or being able to react to this issue is important, as the safety and privacy of people must be
protected. Society needs a proper protocol that can protect these connected devices from cyber-attacks. This
paper aims to propose solutions that will either prevent or respond to these cyberattacks, thus making systems

maore secure.

Keywords: Device Security; Sensors and Devices for 10T; Security and Privacy; Social impacts; Device-to-

Device Communication; Machine-to-Machine Communications; Cyber-Physical Systems.
1. Introduction

We live in a world with constantly changing technologies. One of the newer technologies is the Internet of
Things (loT), which is a system of everyday objects that are connected throughout the Internet. These objects
are able to “communicate” with each other by sending and receiving data constantly. A simple example of such
a device is a smart air conditioner - one that switches on with one command from your mobile device. The
prominence of the aforementioned topic in the tech world is demonstrated by the projected forecast of over a

100 billion 10T connections by 2025, thus showing the large reach this system will have in the coming future.

* Corresponding author.
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The following paper is based on a personal investigation of a Distributed Denial of Service (DDoS) attack on

the website, “Krebs on Security”, and the solutions thus found have been presented in a general light [1-14]

2. Threats

As is the case with every interconnected system, the 10T also provides many nodes for threats to enter through.
On top of this, utilizing the 10T means that human communications lessen, becoming more and more indirect.

This gives rise to a huge number of security problems [4, 13].

2.1. Security Vulnerability

Attacks can exploit any one weakness in the secure network and thus obtain credentials needed to compromise a
part of if not the entire 10T device, and may also enable a pathway to secure, private information. Such
compromises in security may even lead to cases of physical danger — as was the case when a JEEP Cherokee’s
dashboard connectivity system was hacked, and the engine, brakes, and steering were compromised [8, 9, 15-
19].

2.2. Sleep Deprivation

Sleep deprivation attacks, targeting the susceptibility of batteries in devices to drainage, may be launched by
attackers [20].

2.3. System Network Layer

The most widely known security risk involves targeting the system’s network layer and achieving access to the
other devices connected to that pertinent device using the internet, thus leading to the probability of a small-

scale attack escalating into a large-scale one [21].

2.4. Phishing

e Fraudsters may gain access to the secure protocol by impersonating legitimate entities, thus tricking
users into providing access or secure information.

e Attackers may use malware (viruses, worms, trojans) to delete/corrupt data, monitor user activity,
disrupt important system operations or steal one’s secure private information (SINs, SSNs etc.) [16, 17,
20, 22-24].

2.5. Concern

Threats are often overlooked, and users usually believe that their privacy is automatically protected (without
taking any additional measures to strengthen their security). With the large number of devices that will
potentially be connected in the future, the effect of a security breach will be amplified. The concept of the

Internet of Things is built on connected devices, so if one becomes corrupted, the other connected devices would
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be susceptible to corruption as well, thus making the security of the network as a whole and that of individual

devices a topic of prime importance [15].

3. Measures and solutions to respond to and/or prevent and/or nullify attacks and risks

3.1. Intrusion Detection and Prevention System (IDPS)

An IDPS monitors the computer system and the network to which it is attached, detecting, blocking and

reporting any suspicious-looking activity [25].

3.2. Strong Authentication

Strong authentication methods including firewalls, randomly generated passwords (like the ones one’s browser
may provide for a website), secure token-based authentication, and biometric authentication-based certificate
(including the green lock you see beside a website link in your browser) etc. act as gatekeepers, keeping away

unwanted traffic thus lessening the chances of an attack on one’s secure network [25-27].

3.3. Device-Management Agent Integration

Integration of a device-management agent into products allows them to share information with a security
management system. Such a setup keeps track of failed attempts at accessing your system and launching denial-
of-service (DoS) attacks [25, 28, 29].

3.4. Virtual Private Networks (VPNSs)

VPNs work by using hackers’ techniques back on them. A VPN connects one’s server to a proxy server before
one starts using the internet and in this way one’s information is saved even from companies which utilize it for

commercial purposes [30-32].

3.5. Access Control Lists (ACLs)

ACL is a computer filing system that identifies the users logging on to a system and grants them access. ACLS

also permit what can be done on networking systems.

e By identifying the people logging onto a system, it will prevent unauthorized people from obtaining
access.

e Another important thing to recognize about ACL systems is that they control what activity can be done
on a system. This helps prevent suspicious activity that may harm the system.

e Fore.g. Connecting to one’s school’s Wi-Fi may prevent access to certain websites etc. [33-35].

3.6. Encryption

Encryptions are codes that can be ciphered by authorized people only. Having encryptions will really make sure

that the right people are entering a network. Many times, cyber-attacks consist of people hacking into accounts.
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Thus, we need to make sure that authorized people are granted access, and that not just anyone gets into closed
off areas. Without these codes, we are risking the chance of potentially letting dangerous people into systems
[17, 33, 36].

3.7. Log Monitoring

Log monitoring means keeping track of events that take place on a network.

e If a cyberattack is ever to occur, this process can help detect where it happened or how. This also helps
detect suspicious activity, which is something that people do not catch when detecting cyber security
issues.

e This connects back to the ACL system where only certain activity is allowed on a network. With these
two ideas combined the security is improved. This way, there will only be certain activity allowed on a
network and all such activities will be recorded. All this helps prevent hackings etc. and in the case one

occurs helps enhance hacker and malware recognition. [17, 33, 37].

3.8. Complications Relating to Software Use

A common problem relating to firewalls, anti-viruses and other risk averting programs is that these take up a lot
of valuable disk space and require a lot of processing power to run. A solution to this problem is to utilize
security protocols and systems which are specifically built to protect the system from the threats it is most

vulnerable to (based on its software and architecture) [25, 38, 39].

4. Bringing out the True Power of the Internet of Things

To bring out the true power of 10T, physical security solutions need to be programmed to work together with

cyber solutions. This is because

e coordinating information amongst security systems proffers a more comprehensive view of activities
all around the network.

e Machine-to-machine (M2M) communications cut short the response time, thus preventing loss on a
larger scale if any.

e For e.g. If the ACL system detects the utilization of a stolen badge, automated actions may include
cutting off access to resources, alerting security, and last but not the least using a nearby security

camera for identification of the suspect [38].

5. Conclusion

Though the Internet of Things makes life easier, it can also make things difficult security wise. The Internet of
Things adds complications to security due to the additional risk of billions of potential attack vectors, but it still
strengthens security due to its far better intelligence gathering and automation of responses based on policy.

Using smart solutions and paying attention to even the smallest of details can help make a difference. Tech side
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of things aside, making people morally strong rather than passwords gives society a much better chance of

prevailing over attacks on privacy and secure information.

Thus, with an all-inclusive approach to security, organizations can make the most of the 10T to improve upon

finance, economics, safety and every other field imaginable in remarkable ways [40, 41].
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	Log monitoring means keeping track of events that take place on a network.

